
 

 
PRIVACY POLICY 

Last updated: 27 April 2026 

This Privacy Policy explains how Verba Creative Inc. (“Verba”, “we”, “us”, or “our”) collects, uses, stores, 
shares, and protects information when you access or use the Verba mobile application, website, 
web-to-app purchase flows, checkout pages, subscription management tools, customer support 
channels, and related features, tools, content, and services (collectively, “Verba”, the “App”, or the 
“Service”). 

This Privacy Policy should be read together with our Terms of Use. Capitalized terms not defined in this 
Privacy Policy have the meaning given to them in the Terms of Use. 

By downloading, accessing, purchasing, subscribing to, or using Verba, you acknowledge that your 
information will be processed as described in this Privacy Policy. If you do not agree with this Privacy 
Policy, please do not use Verba. 

1. Who We Are 

Verba is operated by: 

Verba Creative Inc.​
A Delaware corporation​
131 Continental Drive, Suite 301​
Newark, New Castle County, DE 19713, USA​
Website: https://www.verba.digital/​
Email: privacy@verba.digital  

For purposes of applicable data protection laws, Verba Creative Inc. is the controller of personal data 
processed under this Privacy Policy, except where we process information on behalf of another party or 
where a third-party service acts as an independent controller under its own terms and privacy policy. 

2. Scope of This Privacy Policy 

This Privacy Policy applies to information processed in connection with: 

1.​ the Verba mobile application available through the Apple App Store; 
2.​ Verba features made available inside the App; 
3.​ Verba’s website and landing pages; 
4.​ web-to-app onboarding, trial, purchase, and subscription flows; 
5.​ purchases, subscriptions, refunds, and billing support processed through Apple, Stripe, or other 

payment providers; 
6.​ AI-powered features, including captioning, translation, video editing, voice, image, and 

music-related features; 
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7.​ Verba Music Library features and AI-generated music features, including features powered by 

ACE-Step or ACE-Step-based components; 
8.​ customer support, technical support, billing support, refund requests, dispute handling, and 

legal communications. 

This Privacy Policy does not apply to third-party websites, app stores, payment processors, social media 
platforms, music platforms, or external services that Verba does not control. Those services process 
information under their own terms and privacy policies. 

3. Information We Collect 

We aim to collect only the information reasonably necessary to provide, secure, improve, support, and 
bill for Verba. The information we collect depends on how you use the Service, which features you 
access, and whether you purchase through the Apple App Store or through a web-based payment flow. 

3.1. Content You Provide or Process Through Verba 

When you use Verba, you may upload, import, record, generate, edit, export, or otherwise process 
content through the App. This may include: 

1.​ videos, audio files, images, and other media files; 
2.​ captions, subtitles, translations, scripts, text, and prompts; 
3.​ voice recordings, audio references, style instructions, and project settings; 
4.​ music prompts, lyrics, genre descriptions, reference instructions, and AI music generation 

settings; 
5.​ AI-generated music, sounds, captions, translations, images, video edits, voiceovers, and other 

Outputs; 
6.​ project metadata, such as filename, language, duration, export format, feature settings, 

timestamps, and processing status. 

We process this information to provide the features you request, such as generating captions, 
translations, edits, sound, or music. We do not claim ownership of your uploaded content merely 
because you use Verba. 

Unless you expressly consent or unless otherwise stated in this Privacy Policy, we do not use your 
uploaded media files to train AI models. 

3.2. Account, Login, and Contact Information 

Depending on the product version and purchase flow, we may collect: 

1.​ email address; 
2.​ name or display name, if you provide it; 
3.​ account identifier, user ID, device-linked identifier, or subscription entitlement identifier; 



 

 
4.​ authentication or login-related information, such as login provider, token status, or session 

information; 
5.​ communications you send to us, including support requests, feedback, refund requests, billing 

questions, and legal notices. 

We use this information to provide account access, manage subscriptions, respond to requests, prevent 
abuse, and maintain records of communications. 

3.3. Subscription, Purchase, Billing, and Refund Information 

Verba may support both Apple App Store purchases and web-based purchases. 

Apple App Store Purchases 

If you purchase Verba through Apple in-app purchase or the Apple App Store, Apple processes the 
payment. We do not receive your full payment card number, Apple ID password, or Apple payment 
credentials. 

We may receive or process limited Apple-related purchase and subscription information, such as: 

1.​ subscription status; 
2.​ product or plan identifier; 
3.​ transaction identifier; 
4.​ receipt data or purchase validation data; 
5.​ renewal, cancellation, expiration, refund, or billing status; 
6.​ country, region, or storefront information; 
7.​ entitlement status used to unlock paid features. 

We use this information to provide paid features, verify entitlement, prevent fraud, and support 
billing-related inquiries. 

Web Purchases and Stripe Checkout 

If you purchase Verba through our website, a web-to-app flow, Stripe Checkout, payment link, customer 
portal, or another web-based payment flow, Stripe or another payment provider may process your 
payment. 

Depending on the payment flow, we and/or our payment processor may collect or process: 

1.​ email address; 
2.​ name, if provided; 
3.​ billing address, country, ZIP/postal code, tax location, or VAT/tax information, if required; 
4.​ purchase amount, currency, date, time, plan, product, billing period, coupon, discount, or trial 

status; 
5.​ Stripe customer ID, subscription ID, invoice ID, payment intent ID, charge ID, checkout session ID, 

refund ID, dispute ID, and other payment processor identifiers; 



 

 
6.​ limited payment method information, such as card brand, last four digits, expiration month/year, 

payment method type, issuing country, and payment status; 
7.​ receipt, invoice, tax, refund, chargeback, and dispute records; 
8.​ cancellation records, checkout consent records, Terms acceptance records, and billing support 

communications. 

We do not intentionally store full payment card numbers or CVV codes on our own servers. Full payment 
credentials are handled by Stripe or the applicable payment processor in accordance with their own 
security and compliance obligations. 

We use billing information to process payments, provide subscriptions, send receipts, manage refunds, 
respond to chargebacks, prevent fraud, comply with tax and accounting obligations, enforce our Terms of 
Use, and provide billing support. 

3.4. Device, Technical, and Usage Information 

When you use Verba, we may collect technical and diagnostic information, including: 

1.​ device type and model; 
2.​ operating system and app version; 
3.​ browser type, browser version, and device settings, where you use our website or checkout 

flows; 
4.​ language settings, region, time zone, and country-level location inferred from device, IP address, 

app store, or payment information; 
5.​ IP address and network information; 
6.​ crash logs, error reports, performance diagnostics, and debugging information; 
7.​ feature usage events, such as which features are used, generation status, export status, usage 

limits, credits consumed, and subscription entitlement checks; 
8.​ security logs, access logs, fraud-prevention signals, and abuse-prevention records. 

We use this information to operate the Service, improve performance, fix bugs, protect accounts, 
prevent abuse, verify entitlements, and understand which features are useful. 

Where possible, we use aggregated, anonymized, or de-identified usage data. 

3.5. Website, Cookies, and Similar Technologies 

When you visit our website or use web-based purchase flows, we may use cookies, local storage, pixels, 
SDKs, or similar technologies. 

These technologies may be used to: 

1.​ operate the website and checkout flow; 
2.​ keep you logged in or remember basic preferences; 
3.​ prevent fraud and secure payments; 
4.​ measure page performance and conversion; 



 

 
5.​ understand how users interact with our website; 
6.​ comply with legal and payment processor requirements. 

Some cookies are essential for the website or checkout flow to work. Other cookies, if used, may be 
optional and subject to consent where required by applicable law. 

We do not use third-party advertising networks or sell your personal data for targeted advertising. 

3.6. Customer Support, Refund, and Dispute Information 

If you contact us for support, refunds, billing questions, technical issues, or legal requests, we may 
collect: 

1.​ your email address and contact details; 
2.​ your message and attachments; 
3.​ screenshots, error messages, device details, app version, and relevant diagnostics; 
4.​ purchase, subscription, refund, cancellation, and usage records relevant to your request; 
5.​ communications with payment processors, app stores, banks, card networks, or legal advisors 

where needed to resolve your request or defend against disputes. 

Please do not send full payment card numbers, bank login details, passwords, private keys, government 
identification documents, or other sensitive information unless we specifically request it for a lawful and 
necessary purpose. 

3.7. Information From Third Parties 

We may receive information from third parties, including: 

1.​ Apple, regarding App Store purchase, subscription, refund, entitlement, and transaction status; 
2.​ Stripe or other payment processors, regarding web purchases, subscriptions, refunds, payment 

status, fraud signals, invoices, chargebacks, and disputes; 
3.​ cloud service providers, hosting providers, analytics providers, crash reporting tools, and security 

providers; 
4.​ customer support tools, email providers, and communication platforms; 
5.​ social media platforms or content platforms, if you choose to interact with Verba through them 

or share information with us through them. 

We process third-party information only where necessary for the purposes described in this Privacy 
Policy. 

4. Information We Do Not Intentionally Collect 

We do not intentionally collect or require: 

1.​ full payment card numbers or CVV codes on Verba-controlled servers; 
2.​ passwords for Apple ID, social media accounts, banks, or third-party platforms; 



 

 
3.​ government identification documents, unless specifically required for a lawful purpose; 
4.​ precise GPS location, unless a feature expressly requires it and you grant permission; 
5.​ health, biometric, racial or ethnic, political, religious, trade union, sexual orientation, or other 

sensitive personal data. 

However, you may choose to include sensitive information in User Content, prompts, files, support 
messages, or generated Outputs. Please avoid uploading or submitting sensitive information unless it is 
necessary and you are legally permitted to do so. 

5. How We Use Information 

We use information for the following purposes: 

5.1. To Provide and Operate Verba 

We use information to: 

1.​ provide captioning, translation, editing, AI generation, music, and other features; 
2.​ process uploaded media and generate requested Outputs; 
3.​ save, export, and deliver projects; 
4.​ verify subscription status and unlock paid features; 
5.​ sync entitlements between web purchases and app access, where applicable; 
6.​ provide customer support and respond to user requests. 

5.2. To Process Payments, Subscriptions, Refunds, and Billing Support 

We use purchase and billing information to: 

1.​ process web payments through Stripe or other providers; 
2.​ validate Apple App Store entitlements; 
3.​ manage subscriptions, renewals, cancellations, trials, and paid features; 
4.​ issue invoices, receipts, refunds, credits, and tax records; 
5.​ investigate duplicate charges, technical billing issues, unauthorized purchases, and refund 

requests; 
6.​ respond to chargebacks, payment disputes, card network inquiries, payment processor requests, 

and fraud investigations; 
7.​ enforce our Terms of Use and Refund Policy. 

5.3. To Provide AI and Music Features 

We use prompts, media files, project settings, and related information to: 

1.​ generate captions, subtitles, translations, scripts, voice, images, video edits, music, sound, and 
other Outputs; 

2.​ operate Verba Music Library features; 



 

 
3.​ operate AI-generated music features, including features powered by ACE-Step or ACE-Step-based 

components; 
4.​ troubleshoot failed or incomplete generation; 
5.​ prevent misuse, infringement, abuse, or violation of our Terms of Use. 

For AI-generated music, we may process your music prompts, genre or style descriptions, lyrics, 
reference instructions, generation settings, and resulting music files as necessary to generate and deliver 
the requested Output. 

5.4. To Improve, Secure, and Maintain Verba 

We use technical and usage information to: 

1.​ fix bugs and improve app stability; 
2.​ monitor performance and diagnose crashes; 
3.​ improve user experience and product design; 
4.​ detect, prevent, and investigate fraud, abuse, unauthorized access, and security incidents; 
5.​ protect Verba, users, creators, rightsholders, payment systems, and third parties. 

5.5. To Communicate With You 

We may use your contact information to: 

1.​ respond to support, privacy, refund, billing, and legal requests; 
2.​ send service-related notices, such as account, subscription, security, policy, or billing updates; 
3.​ send receipts, invoices, refund confirmations, or payment-related messages; 
4.​ notify you about material changes to the Service, Terms of Use, or this Privacy Policy. 

We do not use your personal data for third-party advertising. If we ever send marketing emails, we will 
do so in accordance with applicable law and provide a way to opt out. 

5.6. To Comply With Law and Enforce Rights 

We may use information to: 

1.​ comply with applicable laws, regulations, tax rules, accounting requirements, sanctions, export 
controls, court orders, or lawful requests; 

2.​ enforce our Terms of Use, Refund Policy, and other policies; 
3.​ protect legal rights, safety, security, and integrity; 
4.​ establish, exercise, or defend legal claims. 

6. AI Processing and Training 

Verba uses AI-powered tools to provide creative and productivity features. These tools may process your 
User Content and prompts to generate requested Outputs. 



 

 
Unless we clearly tell you otherwise and obtain any required consent, we do not use your uploaded 
videos, audio files, images, or other User Content to train public AI models. 

We may use aggregated, anonymized, or de-identified technical and usage information to evaluate, 
maintain, and improve the Service, including feature reliability, processing speed, error rates, and 
product performance. 

Where we use third-party AI infrastructure or model providers, we require them to process information 
only as necessary to provide the relevant functionality, subject to appropriate contractual, technical, and 
organizational safeguards. 

7. Media File Processing and Retention 

Most Verba features require temporary processing of media files, prompts, and project settings. 
Depending on the feature, processing may occur locally on your device, through Verba-controlled 
systems, or through secure cloud infrastructure. 

Unless you choose to save, export, share, or submit content for support, media files uploaded for 
processing are retained only for the period necessary to generate and deliver the requested Output. As a 
default rule, audio and video files uploaded for AI processing are automatically deleted within one hour 
after the requested output is generated, unless a shorter or longer period is necessary for technical, 
security, legal, or support reasons. 

Projects saved locally on your device remain on your device until you delete them or uninstall the App, 
subject to your device settings, backups, and operating system behavior. Verba does not control local 
device backups, Apple iCloud backups, or other backup systems you enable. 

If you send us files for support, we retain them only for as long as reasonably necessary to investigate 
and resolve the issue, unless a longer retention period is required by law or necessary to protect rights. 

8. How We Share Information 

We do not sell your personal data. We do not share your personal data with third-party advertising 
networks for cross-context behavioral advertising. 

We may share information with the following categories of recipients where necessary for the purposes 
described in this Privacy Policy. 

8.1. Apple 

If you use Verba through the Apple App Store or make Apple in-app purchases, Apple may process 
purchase, subscription, refund, device, and account information under its own terms and privacy 
policies. We may exchange limited transaction, receipt, subscription, entitlement, and refund status 
information with Apple to verify access and support purchase-related functionality. 



 

 
8.2. Stripe and Payment Providers 

If you purchase through web checkout, Stripe or another payment provider may process your payment 
information, billing information, transaction information, fraud-prevention signals, invoices, 
subscriptions, refunds, and disputes. 

We may receive limited payment and transaction information from Stripe or another payment provider, 
such as customer identifiers, transaction status, invoice details, subscription status, limited payment 
method details, refund status, and dispute information. 

Payment providers process payment information under their own privacy policies and contractual 
obligations. 

8.3. Cloud, Hosting, and Infrastructure Providers 

We may share information with cloud hosting, storage, compute, database, content delivery, and 
infrastructure providers to operate Verba, process files, deliver Outputs, store temporary data, and 
secure the Service. 

8.4. AI, Processing, and Model Providers 

We may share User Content, prompts, metadata, or Outputs with AI, transcription, translation, video, 
audio, image, or music processing providers where necessary to provide the feature you request. 

This may include infrastructure or components related to ACE-Step or ACE-Step-based music generation 
features. 

8.5. Analytics, Diagnostics, and Security Providers 

We may share technical and usage information with analytics, crash reporting, monitoring, 
fraud-prevention, and security providers to understand performance, detect errors, secure the Service, 
and prevent abuse. 

Where possible, we use anonymized, aggregated, or de-identified data. 

8.6. Customer Support and Communication Providers 

We may use email, helpdesk, customer support, notification, and communication tools to respond to 
your requests and send service-related messages. 

8.7. Professional Advisors and Legal Recipients 

We may share information with lawyers, accountants, auditors, insurers, consultants, courts, regulators, 
law enforcement, payment processors, card networks, banks, or other parties where necessary to 
comply with law, handle disputes, enforce rights, prevent fraud, or defend legal claims. 



 

 
8.8. Business Transfers 

If Verba is involved in a merger, acquisition, financing, corporate restructuring, sale of assets, bankruptcy, 
or transfer of all or part of the business, information may be disclosed or transferred as part of that 
transaction, subject to appropriate confidentiality and legal protections. 

9. Legal Bases for Processing 

If you are located in the European Economic Area, United Kingdom, Switzerland, or another jurisdiction 
requiring a legal basis for processing, we rely on one or more of the following legal bases: 

1.​ Performance of a contract — to provide Verba, process your content, manage subscriptions, 
deliver paid features, respond to support requests, and perform our Terms of Use. 

2.​ Legitimate interests — to improve, secure, debug, analyze, prevent fraud, enforce policies, 
respond to disputes, and operate Verba in a safe and commercially reasonable manner, provided 
those interests are not overridden by your rights and freedoms. 

3.​ Consent — where required for optional cookies, certain communications, device permissions, 
support-file sharing, or other processing that legally requires consent. 

4.​ Legal obligation — to comply with tax, accounting, payment, consumer protection, sanctions, 
regulatory, court, or law enforcement obligations. 

5.​ Legal claims — to establish, exercise, or defend legal claims, including refund disputes, 
chargebacks, intellectual property complaints, and Terms enforcement. 

10. International Transfers 

Verba is operated by a company located in the United States. Your information may be processed in the 
United States, the European Union, the United Kingdom, Ukraine, and other countries where we, our 
service providers, payment processors, infrastructure providers, or support providers operate. 

These countries may have data protection laws different from those in your country of residence. 

Where required by applicable law, we use appropriate safeguards for international transfers, such as 
contractual protections, standard contractual clauses, data processing agreements, technical safeguards, 
and other lawful transfer mechanisms. 

11. Data Retention 

We retain information only for as long as reasonably necessary for the purposes described in this Privacy 
Policy, unless a longer retention period is required or permitted by law. 

11.1. Media and Generated Content 

Audio, video, and other media files uploaded for AI processing are generally deleted within one hour 
after processing is complete, unless you save them locally, export them, send them to us for support, or 
a longer period is necessary for technical, security, legal, or abuse-prevention reasons. 



 

 
AI-generated Outputs may be stored locally on your device, temporarily cached, or retained for the 
period necessary to provide the feature, enable export, troubleshoot issues, or maintain service 
reliability. 

11.2. Local Projects 

Projects saved locally on your device remain on your device until you delete them or uninstall the App, 
subject to your device settings and backups. 

11.3. Account and Subscription Records 

Account identifiers, entitlement records, subscription status, and purchase history may be retained for as 
long as needed to provide access, maintain billing records, respond to user requests, prevent fraud, and 
comply with legal obligations. 

11.4. Billing, Refund, Tax, and Dispute Records 

Web purchase, Stripe, invoice, refund, cancellation, chargeback, tax, accounting, and dispute records 
may be retained for as long as necessary to comply with tax, accounting, payment processor, card 
network, legal, and audit obligations. This period may be up to 7 years or longer if required by law or if a 
dispute, investigation, or legal claim is ongoing. 

11.5. Support Communications 

Support emails and related communications are typically retained for up to 6 months after resolution, 
unless a longer period is needed for billing, refund, dispute, fraud-prevention, safety, legal, or 
compliance purposes. 

11.6. Analytics and Diagnostics 

Crash logs, diagnostic data, and usage analytics are retained for as long as necessary to improve 
reliability, fix bugs, and maintain the Service. Where possible, we aggregate, anonymize, or de-identify 
this data. 

When information is no longer needed, we delete, anonymize, or de-identify it in accordance with our 
retention practices. 

12. Your Choices and Controls 

You may control certain information and processing through your device, app, browser, and billing 
settings. 

12.1. Device Permissions 



 

 
You can manage access to your camera, microphone, photos, media library, notifications, and other 
permissions through your device settings. If you disable permissions, some Verba features may not work. 

12.2. Local Projects 

You may delete locally saved projects from within the App or from your device, depending on the 
product version and device settings. 

12.3. Apple Subscriptions 

If you purchased through Apple, you can manage or cancel your subscription through your Apple ID 
settings or Apple subscription management tools. 

12.4. Web Subscriptions 

If you purchased through a web checkout, you may manage or cancel your subscription through the 
account area, billing portal, customer portal, or support channel made available by Verba. 

12.5. Cookies 

You can control cookies through your browser settings. Where required by law, we will provide consent 
controls for non-essential cookies. 

12.6. Communications 

You may opt out of marketing emails, if any, by using the unsubscribe link or contacting us. You may still 
receive service-related messages, such as billing, security, policy, or account notices. 

13. Your Privacy Rights 

Depending on your location, you may have rights under data protection laws, including GDPR, UK GDPR, 
CCPA/CPRA, and other applicable laws. 

These rights may include: 

1.​ the right to request access to personal data we hold about you; 
2.​ the right to request correction of inaccurate or incomplete personal data; 
3.​ the right to request deletion of personal data; 
4.​ the right to request restriction of processing; 
5.​ the right to object to processing based on legitimate interests; 
6.​ the right to withdraw consent where processing is based on consent; 
7.​ the right to data portability; 
8.​ the right to opt out of sale or sharing of personal data where applicable; 
9.​ the right to limit use of sensitive personal information where applicable; 
10.​the right not to be discriminated against for exercising privacy rights; 



 

 
11.​the right to lodge a complaint with a data protection authority. 

To exercise your rights, contact us at privacy@verba.digital. 

We may need to verify your identity before responding. We will respond within the timeframe required 
by applicable law, typically within 30 days where GDPR-style rules apply, unless an extension is 
permitted. 

Because Verba collects limited account information in some versions of the App, we may not always be 
able to identify personal data associated with you unless you provide sufficient information to help us 
locate it. 

14. California Privacy Notice 

This section applies to California residents and supplements the rest of this Privacy Policy. 

14.1. Categories of Personal Information We May Collect 

Depending on how you use Verba, we may collect the following categories of personal information under 
California law: 

1.​ Identifiers — such as email address, account ID, customer ID, device identifiers, IP address, 
transaction identifiers, and payment processor identifiers. 

2.​ Commercial information — such as subscription plan, purchase history, payment status, refund 
history, cancellation history, invoice data, and transaction records. 

3.​ Internet or electronic network activity information — such as app usage, website activity, 
feature usage, logs, diagnostics, crash reports, and security events. 

4.​ Geolocation information — limited to approximate location, such as country, region, or billing 
country inferred from IP address, app store, device settings, or payment information. 

5.​ Audio, visual, or similar information — only if you upload, generate, or process audio, video, 
images, or other media through Verba. 

6.​ User-generated content — such as prompts, captions, subtitles, scripts, lyrics, project files, and 
support messages. 

7.​ Inferences — limited product analytics or feature usage insights used to improve Verba, not for 
targeted advertising. 

We do not intentionally collect sensitive personal information unless you choose to include it in User 
Content or communications with us. 

14.2. Sources of Personal Information 

We collect personal information from: 

1.​ you directly; 
2.​ your device or browser; 



 

 
3.​ Apple, if you use App Store purchases; 
4.​ Stripe or other payment processors, if you use web checkout; 
5.​ service providers that support the Service; 
6.​ communications you send to us. 

14.3. Purposes of Collection and Use 

We use personal information for the purposes described in this Privacy Policy, including to provide the 
Service, process payments, manage subscriptions, provide support, prevent fraud, improve Verba, 
comply with law, and enforce our Terms of Use. 

14.4. Disclosure of Personal Information 

We may disclose personal information to the categories of recipients described in Section 8, including 
app stores, payment processors, cloud providers, AI processing providers, analytics and diagnostics 
providers, support providers, professional advisors, and legal recipients. 

14.5. Sale and Sharing 

We do not sell personal information. We do not share personal information for cross-context behavioral 
advertising as those terms are defined under California law. 

14.6. California Rights 

California residents may request access, deletion, correction, portability, and information about data 
practices. California residents may also opt out of sale or sharing, although we do not sell or share 
personal information for cross-context behavioral advertising. 

You may exercise your rights by contacting privacy@verba.digital. 

15. Children’s Privacy 

Verba is not intended for children under 13 years old or under the minimum age required by applicable 
law in your jurisdiction. 

We do not knowingly collect personal data from children. If we learn that a child has provided personal 
data to us without appropriate consent, we will take steps to delete it as soon as reasonably possible. 

If you are a parent or guardian and believe that a child has provided personal data to Verba, please 
contact us at privacy@verba.digital. 

If you are under the age of majority in your jurisdiction, you may use Verba only with the involvement 
and consent of your parent or legal guardian. 

16. Security 



 

 
We use reasonable technical and organizational measures designed to protect information against 
unauthorized access, loss, misuse, alteration, and disclosure. 

These measures may include: 

1.​ encrypted transmission using HTTPS/TLS; 
2.​ access controls and internal restrictions; 
3.​ limited retention of media files; 
4.​ use of reputable cloud and payment providers; 
5.​ monitoring for security, fraud, and abuse; 
6.​ separation of payment processing through specialized payment providers; 
7.​ internal procedures for support and legal requests. 

No method of transmission or storage is completely secure. We cannot guarantee absolute security, but 
we work to reduce risks and improve our safeguards over time. 

17. Third-Party Platforms and Social Media 

Verba may help you create content for use on third-party platforms such as social media, video hosting, 
music distribution, advertising, or creator platforms. Those platforms are not controlled by Verba. 

If you upload, publish, share, monetize, or distribute content created with Verba on third-party 
platforms, those platforms may collect and process your information under their own terms and privacy 
policies. 

Verba is not responsible for third-party platform data practices, moderation decisions, copyright systems, 
monetization decisions, account restrictions, or privacy practices. 

18. Music Features and Privacy 

Verba may provide ready-made music through the Verba Music Library and AI-generated music through 
ACE-Step or ACE-Step-based components. 

When you use music features, we may process information such as: 

1.​ selected library track or sound; 
2.​ music prompt, lyrics, genre, mood, or style description; 
3.​ generation settings; 
4.​ reference instructions or uploaded audio, if supported and provided by you; 
5.​ generated music file, metadata, and export information; 
6.​ technical logs related to generation, errors, and usage limits. 

We use this information to provide the music feature, generate Outputs, troubleshoot issues, enforce 
our Terms of Use, and prevent misuse. 



 

 
Please do not include personal data, sensitive data, confidential information, or third-party copyrighted 
material in music prompts, lyrics, references, or uploads unless you have the right to do so. 

19. Automated Decision-Making 

We do not use personal data for automated decision-making that produces legal or similarly significant 
effects about you. 

We may use automated systems to operate the Service, detect abuse, enforce usage limits, verify 
subscription access, process payments, identify technical issues, prevent fraud, and protect security. 
These systems do not make legal or similarly significant decisions about you without human review 
where required by law. 

20. Do Not Track and Global Privacy Controls 

Some browsers provide “Do Not Track” signals. There is no consistent industry standard for responding 
to these signals. 

Where legally required and technically feasible, we will honor legally recognized opt-out preference 
signals, such as Global Privacy Control, for activities that qualify as sale or sharing under applicable law. 
Because we do not sell personal data or share it for cross-context behavioral advertising, such signals 
may have limited practical effect on Verba. 

21. Changes to This Privacy Policy 

We may update this Privacy Policy from time to time to reflect changes in our Service, payment flows, AI 
features, music features, legal obligations, or business practices. 

When we update this Privacy Policy, we will revise the “Last updated” date and may notify you through 
the App, website, checkout flow, email, or other reasonable means where appropriate. 

Your continued use of Verba after the updated Privacy Policy becomes effective means that you 
acknowledge the updated Privacy Policy. If you do not agree with the updated Privacy Policy, you should 
stop using Verba and cancel any active subscription. 

22. Contact Us 

If you have questions, requests, or concerns about this Privacy Policy or how we process information, 
please contact us at: 

Verba Creative Inc.​
131 Continental Drive, Suite 301​
Newark, New Castle County, DE 19713, USA​



 

 
Email: privacy@verba.digital ​
Website: https://www.verba.digital/ 

We aim to respond to privacy requests within the timeframe required by applicable law. For ordinary 
support or billing inquiries, please use the support channel made available in the App or on our website, 
if different from the privacy contact above. 
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